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Executive Summary

Overall Health: [e4:4ap 65\ &

3 S 4 0

CRITICAL HIGH MEDIUM LOW INFO

Total Findings: 16

This security audit evaluated the ACME Corp production instance across 6 domains: authentication,
access controls, data protection, network security, audit compliance, and plugin security. 16 findings were
identified including 3 critical vulnerabilities requiring immediate remediation. Overall health: Critical — the
instance has unresolved security gaps in CSRF protection, multi-factor authentication, and access control
configuration.
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Findings Distribution

By Severity By Category

Access Controls
Credential Hygiene
Network Security
Authentication

Data Protection

Audit Compliance - 1

@ critical 3) @ High (5) ) Mec
@ Low (1)

Severity Distribution

Severity Count
Critical 3
High 5
Medium 4
Low 4

Authentication ( findings)

Severity Finding Impact
CRITICAL CSREF protection disabled All form submissions vulnerable to CSRF;
The property glide.security.use_csrf_token is set SOC 2 non-compliance

to false. All forms are vulnerable to Cross-Site
Request Forgery attacks. Any authenticated
session can be exploited by malicious external
pages to create incidents, modify records, or
escalate privileges.

glide.security.use_csrf_token = false (should be true)

CRITICAL 8 admin accounts without MFA Privileged accounts can be compromised via

Found 8 users with the admin role that do not credential stuffing or phishing
have multi-factor authentication enabled. The

property glide.authenticate.multifactor is not

enforced for elevated roles. Users: admin,

svc.integration, john.smith, sarah.jones,

mike.wilson, lisa.chen, dev.team, ga.automation.

8 sys_user records with role=admin,
multifactor_authentication=false
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Recommendation

Enable glide.security.use
immediately. Test critica

first — some legacy endy
CSRF exemption via
glide.security.csrf.strict.\

Enable MFA for all admir
security_admin roles. Co
com.snc.authentication.!
Enforce via login policy.

Page 3 of 6


https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.use_csrf_token
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dincidents
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.use_csrf_token
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.use_csrf_token
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.csrf.strict.validation.exemption
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.authenticate.multifactor
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.authentication.multifactor

Access Controls ( findings)

Severity Finding

CRITICAL Wildcard ACL on sys_user
exposes Pl

A catch-all ACL on sys_user grants
read access to all authenticated users
with no role requirement. This
exposes personally identifiable
information including email, phone,
manager, department, and employee
ID for all 12,400 user records.

sys_security_acl on sys_user with
role=EMPTY, condition=EMPTY, type=record

HIGH REST API bypasses ACL

enforcement

The property
glide.security.strict_rest_api_acl is set
to false. Users can enumerate all role
assignments via /api/now/table/
sys_user_has_role bypassing Ul-level
access controls.

glide.security.strict_rest_api_acl = false; 47
API calls to sys_user_has_role in last 30 days
from non-admin users

HIGH 15 overly permissive ITSM ACLs

15 ACLs on incident, change_request,
and problem grant write access to the
itil role without any assignment group
condition. Any ITIL user can modify
any record regardless of assignment.

15 sys_security_acl records with role=itil,
write operation, no condition

HIGH 8 custom tables with no ACL
definitions

8 custom tables (x_acme_*) have no
ACL definitions. The property
glide.security.default_deny is set to
false, granting all authenticated users
full access.

8 sys_db_object records with name

STARTSWITH x_acme_, zero sys_security_acl

records

Data Protection ( findings)

Severity Finding

HIGH Unencrypted credential fields in
custom tables

Found 3 custom tables
(x_acme_credentials,
x_acme_api_keys, x_acme_tokens)
storing API keys and passwords in
plain string fields instead of
password2 (AES-256 encrypted)
fields.

3 sys_dictionary records with

element_type=string containing credential
data

HIGH Hardcoded credentials in 2 script
includes

Script includes LDAPIntegration and
SAPConnector in sys_script_include
contain hardcoded API keys and
passwords in plain text.

2 sys_script_include records with string
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Impact

Pl exposure for 12,400 users;
GDPR and privacy policy violation

Role enumeration enables
privilege escalation attack
planning

Users can edit records outside
their assignment group; SOX
compliance risk

Custom application data
accessible to all authenticated
users

Impact

Credentials visible in list views,
exports, and API responses

Credentials exposed in update
sets, exports, and clone
operations

acmecorp

Recommendation

Create role-specific ACLs for
sys_user. Restrict itil to name/
email only. Require user_admin
for phone/department/manager.
Remove wildcard ACL. See
INC0010201.

Enable
alide.security.strict_rest_api_acl.
Create explicit ACLs for
sys_user_has_role. Restrict REST
APl access to authorized service
accounts.

Add assignment_group
conditions to write ACLs using
gs.getUser().isMemberOf().

Create read/write/delete ACLs for
all x_acme_* tables. Enable
glide.security.default_deny after
testing.

Recommendation

Change field types to password?2.
Migrate existing data via
background script. See
CHG0040089.

Move to sys_properties with
encryption or

discovery_credentials. Rotate
compromised credentials
immediately.
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https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=incident.do%3Fsysparm_query%3Dnumber%3DINC0010201
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.strict_rest_api_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user_has_role
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.strict_rest_api_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user_has_role
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.strict_rest_api_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user_has_role
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.default_deny
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_db_object
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.default_deny
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_dictionary
https://acmecorp.service-now.com/nav_to.do?uri=change_request.do%3Fsysparm_query%3Dnumber%3DCHG0040089
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_script_include
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_script_include
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_properties

Severity Finding Impact
matches for password’, ‘api_key’, 'secret’
Network Security ( findings)
Severity Finding Impact

IP access control not configured

The property glide.ip.access_control is
empty and glide.ip.access_control.enabled
is false. Any IP address can access the
instance login page and all APl endpoints.

glide.ip.access_control = EMPTY;
glide.ip.access_control.enabled = false

Debug logging enabled in production
The properties glide.security.debug,
glide.Idap.debug, and glide.soap.debug are
all set to true. Debug logs may expose
LDAP bind credentials and SOAP message
bodies in sys_log.

glide.security.debug = true; glide.Idap.debug = true;

glide.soap.debug = true

Session fixation vulnerability

The property
glide.ui.session.regenerate_id_on_login is
set to false. Session IDs are not rotated on
authentication, creating a session fixation
risk per OWASP A7.
glide.ui.session.regenerate_id_on_login = false

Audit Compliance (i findings)

Severity

Finding

Audit trail gaps on 12 critical
tables

The sys_audit configuration excludes
12 critical tables including
sys_user_has_role, sys_properties,
sys_security_acl, and

sys_script_include. Role changes,
property modifications, and ACL

updates are not tracked.

12 sys_audit_table_exclusion records for
security-critical tables

Credential Hygiene ( findings)

Severity

LOW

LOW

Finding

Password policy below NIST —

guidelines

The property
glide.user.password.min_length is set
to 6, below the NIST 800-63B
recommended minimum of 12
characters. Password complexity
rules are also not enforced.

glide.user.password.min_length = 6; NIST
minimum =12

3 unused OAuth applications -
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Impact

Cannot track who modified
security configurations; SOC 2
audit finding

Impact

No network-level access restriction;
brute-force attacks possible from any
IP

Sensitive authentication details
potentially visible in sys_log to users
with log access

Pre-authentication session tokens
remain valid after login; session
fixation attack possible

Set

Recommendation

Recommendation

Configure glide.ip.access_control wi
ACME corporate IP ranges. Enable
glide.ip.access_control.enabled.

Set all debug properties to false in
production immediately.

Enable
glide.ui.session.regenerate_id_on_lo

Recommendation

Enable sys_audit for all security-
critical tables. Create audit
dashboard for security team.

Recommendation

glide.user.password.min_length

to 12. Enable complexity
requirements.

Revoke and delete unused OAuth

acmecorp
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https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ip.access_control
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ip.access_control.enabled
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ip.access_control
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ip.access_control.enabled
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ip.access_control
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ip.access_control.enabled
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.debug
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ldap.debug
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.soap.debug
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_log
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.debug
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ldap.debug
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.soap.debug
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_log
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ui.session.regenerate_id_on_login
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ui.session.regenerate_id_on_login
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ui.session.regenerate_id_on_login
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_audit
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user_has_role
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_properties
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_script_include
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_audit_table_exclusion
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_audit
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.user.password.min_length
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.user.password.min_length
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.user.password.min_length

Severity

LOW

LOW

Finding

Found 3 OAuth application records in
oauth_entity that have not been used
in 12+ months. Applications:
Legacy_SAP_SSO, Test_Azure_AD,
Dev_Okta_Connector.

3 oauth_entity records with last_used > 12
months ago

Missing Content Security Policy
The property
glide.ui.content_security_policy is not
configured, leaving the instance open
to XSS attacks via injected scripts in
HTML fields.

glide.ui.content_security_policy = EMPTY

156 inactive user accounts still
active

Found 156 sys_user records that
haven't logged in for 180+ days and
are still active. The property
glide.user.lock_inactive_after is not
configured.

156 sys_user records with last_login_time >
180 days, active=true

Impact

Recommendation

applications. Rotate client secrets
for active applications.

Configure Content Security Policy
headers to restrict script sources.

Set glide.user.lock_inactive_after
to 90 days. Run one-time cleanup
for 180+ day inactive accounts.

Recommendations Priority

Priority
1

o o b~ W
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Action
Enable CSRF protection

Enforce MFA for admin
accounts

Fix sys_user wildcard ACL
Enable strict REST APl ACLs
Encrypt credential fields

Remove hardcoded
credentials

Create ACLs for custom
tables

Configure IP access control

Risk Reduction
Critical vulnerability closed

Authentication hardening

Pll exposure eliminated
API security gap closed
Data protection compliance

Code security risk eliminated

Access control coverage

Network perimeter security

acmecorp

Effort
1 hour

4 hours

2 hours
2 hours
4 hours

2 hours

8 hours

2 hours
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https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ui.content_security_policy
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.ui.content_security_policy
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.user.lock_inactive_after
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.user.lock_inactive_after
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user

