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Executive Summary
Overall Health:  DEGRADED 
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Total Findings: 14

This health scan analysed the ACME Corp production ServiceNow instance across 8 categories: platform 
performance, scheduled jobs, update sets, plugins, table growth, log volume, user sessions, and 
integration health. 14 findings were identified across critical, high, medium, and low severity levels. Overall 
health: Degraded — the instance needs attention in database maintenance and session management.
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Findings Distribution

By Severity
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By Category

Table Growth 4

User Sessions 3

Platform Perform... 2

Scheduled Jobs 2

Plugins 2

Update Sets 1

Severity Distribution

Severity Count

Critical 2

High 4

Medium 5

Low 3

Platform Performance  (2 findings)

Severity Finding Impact Recommendation

CRITICAL Database table fragmentation at 
43% on sys_audit
The sys_audit table has grown to 48M 
records with 43% fragmentation. The 
property glide.db.max_get is set to 
10000. Query response times on 
sys_audit have degraded by 35% over 
the past quarter. Recommend 
archiving records older than 180 days 
and reducing glide.db.max_get to 
5000.
sys_audit row count = 48,291,004; avg query 
time = 3.2s (was 2.1s in Q1)

All audit-dependent operations 
affected including ACL debugging 
and compliance reports

Archive sys_audit records > 180 
days, reduce glide.db.max_get to 
5000, schedule table 
defragmentation via sys_trigger

CRITICAL Session timeout set to 480 
minutes
The property glide.ui.session_timeout 
is set to 480 minutes (8 hours), 
violating SOC 2 Type II and NIST 
800-53 requirements. Combined with 
glide.security.use_csrf_token being 

SOC 2 audit non-compliance, 
session hijacking vulnerability

Set glide.ui.session_timeout to 
30, enable 
glide.security.use_csrf_token
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Severity Finding Impact Recommendation

disabled, this creates a significant 
session hijacking risk.
glide.ui.session_timeout = 480; NIST 
recommends max 30 minutes

Scheduled Jobs  (2 findings)

Severity Finding Impact Recommendation

HIGH 12 orphaned scheduled jobs 
executing every 15 minutes
Found 12 jobs in sysauto_script 
referencing deleted script includes. 
Each execution logs errors to sys_log, 
generating ~3,400 error entries per 
day. Related incidents: INC0010042, 
INC0010089.
12 sysauto_script records with invalid 
script_include references

3,400 error log entries/day, 
unnecessary CPU usage, noise in 
sys_log

Disable or delete orphaned 
scheduled jobs, add validation 
before execution

HIGH Scheduled job overlap at 02:00 
UTC
Three jobs run simultaneously: Nightly 
LDAP Sync, CMDB Reconciliation, and 
Report Generation. CPU usage spikes 
to 95% during the overlap window. The 
property 
glide.scheduler.avg_thread_count is 
set to default (4).
CPU utilization = 95% at 02:00-02:45 UTC 
daily

All concurrent transactions 
delayed during overlap window

Stagger job execution: LDAP at 
01:00, CMDB at 02:30, Reports at 
04:00. Increase 
glide.scheduler.avg_thread_count 
to 8.

Plugins  (2 findings)

Severity Finding Impact Recommendation

HIGH Plugin com.snc.cmdb.ws is 3 
major versions behind
The current version lacks CMDB 
health metrics, the improved 
reconciliation engine, and the new 
identification rules. Dependent plugin 
com.snc.cmdb is also outdated.
Installed version = 2.1.0; Current release = 
5.3.0

Missing CMDB health features, no 
automatic duplicate detection

Upgrade com.snc.cmdb.ws and 
com.snc.cmdb to latest via plugin 
management. Test in sub-prod 
first.

HIGH REST integration error rate at 12%
The REST message 
ServiceNow_LDAP_Sync has a 12% 
failure rate over the past 7 days. 
Errors indicate TCP timeout to the 
LDAP endpoint. Related incident: 
INC0010156.
847 failures out of 7,058 requests in 
sys_rest_transaction_log

LDAP user sync incomplete — 156 
users have stale department 
assignments

Increase REST message timeout, 
implement retry logic in Flow 
Designer subflow

Update Sets  (1 findings)

Severity Finding Impact Recommendation

MEDIUM 8 update sets with unresolved 
conflicts
Changes to sys_script and 

Production deployment blocked 
for Q2 release

Resolve conflicts using update set 
preview. Prioritise security patch 
changes.
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Severity Finding Impact Recommendation

sys_ui_policy records overlap between 
"HRSD Enhancement Pack" and "Q2 
Security Patch". Deployment to 
production is blocked until conflicts 
are resolved. See CHG0040012.
8 sys_update_set records with conflict_count 
> 0

Table Growth  (4 findings)

Severity Finding Impact Recommendation

MEDIUM CMDB stale CI percentage at 18%
18% of cmdb_ci_server records (412 out 
of 2,289) have not been updated by 
Discovery in over 90 days. MID Server 
mid.server.dc01 has been offline for 45 
days.
412 cmdb_ci_server records with last_discovered 
< 90 days ago

Change impact analysis using stale 
data, CMDB compliance gap

Restore MID Server connectivity, run 
full discovery scan, set 
sn_cmdb.health.stale_threshold_days 
to 60

MEDIUM Excessive client scripts on incident 
form
14 active client scripts on the incident 
form, with 6 running onChange on the 
assignment_group field. This causes 
cascade loading and form response times 
averaging 4.2 seconds.
14 active sys_script_client records for incident; 6 
triggered by assignment_group

Form load time = 4.2s (target < 2s), 
poor user experience

Consolidate to 3 client scripts max, 
use UI Policies where possible

MEDIUM Knowledge articles without approval 
workflow
45% of articles in kb_knowledge (892 out 
of 1,982) have no approval workflow. 
Articles are published directly violating 
the knowledge management policy.
892 kb_knowledge records with workflow.context 
IS EMPTY

Knowledge management policy 
violation, risk of inaccurate published 
content

Enable 
com.snc.knowledge_management 
approval workflow for all knowledge 
bases

MEDIUM ACL evaluation causing page load 
delays
Custom ACLs on sc_req_item use 
GlideRecord queries in script conditions. 
Service Portal catalogue page loads 
average 3.1 seconds for users with itil 
role.
4 sys_security_acl records on sc_req_item with 
script-based conditions using GlideRecord

Service Portal page load = 3.1s 
(target < 1.5s)

Convert script-based ACLs to 
condition-based. Use gs.hasRole() 
instead of GlideRecord lookups. See 
PRB0000089.

User Sessions  (3 findings)

Severity Finding Impact Recommendation

LOW 23 users with admin role inactive 
90+ days
Found 23 sys_user records with admin 
role in sys_user_has_role that haven't 
logged in for 90+ days.
23 sys_user_has_role records with 
role=admin, user.last_login > 90 days

Unused privileged accounts 
create unnecessary attack 
surface

Review and revoke admin role 
from inactive users quarterly

LOW 8 dashboard widgets refreshing 
every 30 seconds
Found 8 homepage widgets with 30-
second refresh intervals generating 
unnecessary API calls. Default should 

~2,300 unnecessary API calls per 
hour across all active sessions

Set default widget refresh to 300 
seconds
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Severity Finding Impact Recommendation

be 300 seconds.
8 sys_portal_page widget instances with 
refresh_interval = 30

LOW 3 email notification templates 
missing
3 records in sysevent_email_action 
reference templates that no longer 
exist, causing silent notification 
failures.
3 sysevent_email_action records with invalid 
message_template reference

Users not receiving expected 
notifications for priority 1 
incidents

Update template references or 
create replacement templates

Recommendations Priority

Priority Action Impact Effort

1 Fix sys_audit fragmentation Performance 4 hours

2 Reduce session timeout to 
30 min

Security compliance 1 hour

3 Disable orphaned scheduled 
jobs

Stability 2 hours

4 Upgrade CMDB plugins Functionality 8 hours

5 Resolve update set conflicts Deployment 4 hours

6 Stagger scheduled job times Performance 1 hour

7 Fix REST integration timeouts Data integrity 4 hours

8 Restore MID Server 
connectivity

CMDB accuracy 2 hours
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