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Executive Summary

Overall Health:

2 4 4 0

CRITICAL HIGH MEDIUM LOW INFO

Total Findings: 16

This technical debt scan analysed the ACME Corp production instance across 6 categories: deprecated
APIs, outdated plugins, legacy customisations, unused artifacts, upgrade blockers, and code quality debt.
The instance has accumulated significant technical debt across 3 years of customisation with 47 scripts
using deprecated APls, 14 legacy Jelly Ul pages, and 23 upgrade-blocking skip records. Estimated
remediation effort: 168 hours. Overall health: Degraded — upgrade readiness is at risk.
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Findings Distribution
By Severity By Category

Unused Artifacts
Minor Issues
Legacy Customisa...
Deprecated APIs

Over-Customisation

@ critical 2) @ High (4) ) Mec
@ Low (1)

Severity Distribution

Severity Count
Critical 2
High 4
Medium 6
Low 4

Technical Debt Summary

Category ltems
Deprecated APls 47 scripts
Legacy Ul Pages 14 pages
Upgrade Blockers 23 skip records
Integration Debt 6 scripts
Unused Artifacts 31 items
**Total** **127 items**

Legacy Customisations (2 findings)

Estimated Hours

**168 hours**

Severity Finding Impact Recommendation
CRITICAL 14 legacy Jelly-based Ul pages All 14 pages will break on upgrade = Migrate to Service Portal widgets
still active to Washington; 6 customer-facing  or UIB pages. Prioritise the 6
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Severity Finding

Found 14 Jelly-based Ul pages in
sys_ui_page that should have been
migrated to Service Portal or Ul
Builder. These pages use deprecated
g:evaluate tags and Packages.java
references that will cause hard
failures in the Washington release.
Pages include: acme_user_dashboard,
acme_ci_viewer, acme_report_builder,
acme_approval_form,
acme_kb_search, acme_asset_tracker,
and 8 others. 6 of these pages are
customer-facing via Service Portal
iframes.

14 sys_ui_page records with script
containing 'g:evaluate’ or 'Packages.java’; 6
embedded in sp_widget records
CRITICAL 23 upgrade skip records blocking
security patches

23 records in sys_update_xml are
flagged as "skip" for upgrades. These
include modifications to OOB
business rules on incident (8),
change_request (6), problem (4), and
sys_user (5). The plugin com.snc.itsm
has 8 blocked updates including
security patches CVE-2025-44821 and
CVE-2025-44822.

23 sys_update_xml records with
update_action = skip; 8 com.snc.itsm
blocked updates

Deprecated APIs (2 findings)

Severity Finding

HIGH 47 scripts using deprecated
ServiceNow APls

Breakdown of deprecated API usage
across all script artifacts:

47 script artifacts with deprecated API calls
identified by com.snc.instance_scan checks

HIGH 34 orphaned update sets older
than 6 months

Found 34 update sets in
sys_update_set in "In Progress" state
that are older than 6 months. These
contain uncommitted changes that
may conflict with newer development.
8 update sets reference artifacts
modified by other sets, creating
potential merge conflicts.

34 sys_update_set records with state=in
progress, sys_created_on > 6 months ago

Over-Customisation (2 findings)

Severity Finding

Incident form with 23 custom
fields and 14 client scripts

The incident form has accumulated
23 custom fields (12 unused), 14
active client scripts, 8 custom Ul
policies, and 3 custom Ul actions

HIGH
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Impact

pages will show errors

Security patches not applied;
known vulnerabilities remain

open; upgrade to next release
blocked

Impact

12 scripts will hard-fail on
Washington upgrade; remaining
deprecated APIs generate
console warnings

Deployment pipeline blocked by
potential conflicts; developer
confusion over which changes are
current

Impact

Incident form upgrade time: 16+
hours per release; 12 unused
fields adding form load overhead

acmecorp

Recommendation

customer-facing pages. See
CHG0040156 for the migration
plan.

Review each skip record. Use
"Revert to Base System" where
possible. Monitor via
glide.update.log.skip. Create
custom alternatives that don't
conflict with OOB.

Recommendation

Create phased remediation plan.
Replace Packages.java references
first (hard failure). Budget 40
hours for full remediation.

Review and close or delete
orphaned update sets. Create
policy: max update set age = 30
days. See PRB0000145.

Recommendation

Remove 12 unused custom fields.
Consolidate 14 client scripts to 4.
Document all customisations in
Technical Debt Register.

Page 4 of 7


https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_ui_page
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_ui_page
https://acmecorp.service-now.com/nav_to.do?uri=change_request.do%3Fsysparm_query%3Dnumber%3DCHG0040156
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_update_xml
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.itsm
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_update_xml
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.itsm
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.update.log.skip
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.instance_scan
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_update_set
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_update_set
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_created_on
https://acmecorp.service-now.com/nav_to.do?uri=problem.do%3Fsysparm_query%3Dnumber%3DPRB0000145

Severity

HIGH

Finding

beyond OOB. The change_request
form has 18 custom fields. This level
of customisation makes upgrades
risky and time-consuming.

23 sys._dictionary records on incident with
name STARTSWITH x_acme_; 12 with
populated record count = 0; 14
sys_script_client on incident

6 integration scripts using
deprecated GlideHTTPRequest

6 script includes handle REST
integrations to SAP, Jira, Slack, LDAP,
Azure AD, and Workday using the
deprecated GlideHTTPRequest class.
None have error handling, retry logic,
or timeout configuration.

6 sys_script_include records with
'GlideHTTPRequest’; 0 with try/catch; 0 with
setHttpTimeout

Unused Artifacts ( findings)

Severity

Finding

8 custom tables with zero records
for 6+ months

8 custom tables
(x_acme_legacy_data,
x_acme_temp_import,
x_acme_migration_log,
x_acme_test_results,
x_acme_old_config,
x_acme_archive_2023,
x_acme_deprecated_api,
x_acme_staging) have zero records.
Each has associated ACLs, business
rules, and form configurations
consuming metadata overhead.

8 sys_db_object records with name
STARTSWITH x_acme._, record count = 0,
created > 6 months ago

4 plugins more than 2 major
versions behind

Outdated plugins: com.snc.cmdb.ws
(3 versions behind),
com.snc.knowledge_management (2
behind), com.snc.service_mapping (2
behind), com.glide.email (2 behind).
4 v_plugin records with version delta >= 2
major versions vs ServiceNow store

15 scripts with hardcoded
instance URLs

Found 15 scripts containing
hardcoded https://acmecorp.service-
now.com. These break when cloning
to sub-production instances
(acmecorp-dev, acmecorp-test).

15 script artifacts with string match for
‘acmecorp.service-now.com’

6 pairs of duplicate script include
logic

Found 6 pairs of script includes with
>80% code similarity: IncidentUtils/
IncidentHelper, ChangeManager/
ChangeProcessor, CMDBLookup/
CMDBSearch, UserUtils/UserHelper,
CatalogUtils/CatalogHelper,
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Impact

Integration failures cascade to
form save errors; no automatic
retry; no timeout protection

Impact

Metadata overhead; upgrade
processing time increased;
developer confusion

Missing features, unpatched
vulnerabilities, incompatibility
with newer plugins

Scripts fail after instance clone; 4
incidents opened after each clone
operation

Bug fixes applied to one copy but
not the other; inconsistent
behaviour

acmecorp

Recommendation

Migrate to
sn_ws.RESTMessageV2 with
setHttpTimeout(), retry policies,
and gs.error() logging. Create
Flow Designer integration actions
for new integrations.

Recommendation

Verify truly unused (check REST
API access logs). Archive and
remove.

Create plugin upgrade plan. Test
in sub-prod. Coordinate
com.snc.cmdb dependency chain.

Replace with

gs.getProperty(‘'glide.servlet.uri’)
for dynamic URL resolution.

Consolidate each pair into single
authoritative script include.
Update all callers.

Page 5 of 7


https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_dictionary
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_script_client
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_script_include
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dsn_ws.RESTMessageV2
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_db_object
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.cmdb.ws
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.knowledge_management
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.service_mapping
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.glide.email
https://acmecorp.service-now.com/nav_to.do?uri=v_plugin.do%3Fsysparm_query%3Did%3Dcom.snc.cmdb
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dincidents
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.servlet.uri

Severity

Finding

NotificationUtils/NotificationHelper.

6 script include pairs with >80% code
similarity via diff analysis

23 legacy workflow contexts still
active

Found 23 legacy workflow contexts in
wf_context that reference deprecated
workflow activities. These should be
migrated to Flow Designer per
ServiceNow's modernisation
roadmap.

23 wf_context records with state=executing,
using deprecated wf_activity types

4 applications in Global scope
instead of scoped

4 custom applications (ACME HR
Portal, ACME Asset Tracker, ACME
Report Builder, ACME Integration Hub)
store all artifacts in the Global scope
instead of scoped applications. This
prevents proper lifecycle
management.

4 logical application groups with all artifacts
in sys_scope = global

Minor Issues (4 findings)

Severity

LOW

LOW

LOW

LOW

Recommendations Priority

Priority
1
2

Finding

45 custom sys_properties, 12
with unchanged defaults
Configuration complexity without
value from properties that were
created but never modified from their
default values.

8 notification records disabled for
12+ months

Disabled sysevent_email_action
records should be deleted or
documented.

6 redundant dictionary override
records

6 sys_dictionary_override records that
match current OOB definition,
providing no customisation value.

15 inactive scheduled jobs not
cleaned up

15 sysauto_script records marked
inactive for 6+ months should be
reviewed and deleted.

Action

Migrate 14 Jelly Ul pages
Resolve 23 upgrade skip

records

Replace 47 deprecated API
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Impact

Legacy workflows not supported
in future releases; no Flow
Designer analytics

No application versioning, no
clean uninstall, upgrade conflicts
with OOB

Impact

Impact
Upgrade readiness

Security patching

Future compatibility

acmecorp

Recommendation

Identify active workflows. Create
equivalent Flow Designer flows.
Migrate in phases starting with
approval workflows.

Create scoped applications
(x_acme_*). Migrate Global
artifacts. Use sys_scope table for
boundaries.

Recommendation

Effort
80 hours
24 hours

40 hours
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Priority
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Action
calls

Clean 34 orphaned update
sets

Consolidate incident form

Migrate 6 integrations to
RESTMessageV2

Remove 8 unused custom
tables

Upgrade 4 outdated plugins

Impact

Deployment clarity

Maintainability
Reliability

Metadata hygiene

Feature access

acmecorp

Effort

4 hours

8 hours

16 hours

4 hours

8 hours
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