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Executive Summary

Overall Health:

1 3 3 0

CRITICAL HIGH MEDIUM LOW INFO

Total Findings: 12

This CMDB integrity scan analysed the ACME Corp instance across 5 domains: Cl completeness,
relationship integrity, class structure, discovery coverage, and data quality. The CMDB contains 2,847 Cls
across 42 classes with 6,234 relationships. 12 findings require attention to improve data quality and
relationship integrity. Overall health: Degraded — orphaned relationships and stale discovery data are
impacting change management accuracy.
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Findings Distribution

By Severity
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Severity Distribution

Severity
Critical
High
Medium

Low

CMDB Statistics

Metric

Total Cls

Cl Classes
Relationships
Business Services
Servers
Applications

Network Devices

By Category

Data Quality
Discovery Coverage

Asset Correlation

Relationship Int... . 1

Count

—

w o1 W

Value
2,847
42
6,234
28
2,289
312
246

Relationship Integrity (i findings)

Severity Finding
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Impact
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Recommendation

Page 3 of 6



Severity

CRITICAL

Finding

234 orphaned relationships in
cmdb_rel_ci

Found 234 relationship records where
either the parent or child Cl has been
deleted. These orphaned relationships
cause incorrect dependency maps,
false change impact results, and
misleading service maps. Business
services svc_email, svc_erp, and
svc_crm are most affected with 67
orphaned relationships between them.

234 cmdb_rel_ci records where parent.sys_id
OR child.sys_id does not exist in cmdb_ci

Discovery Coverage ( findings)

Severity

HIGH

HIGH

HIGH

Finding

412 stale Cls not updated in 90+
days

18% of cmdb_ci_server records have a
last_discovered date older than 90 days.
MID Server mid.server.dc01 has been
offline for 45 days, covering the ACME
Chicago data centre (148 servers). MID
Server mid.server.dc02 (New York) is

functional but has credential issues for 64

Linux servers.

412 ecmdb_ci_server records with last_discovered
> 90 days; mid.server.dc01 offline since
2026-02-17

18 duplicate Cls in cmdb_ci_server

Found 18 duplicate server Cls based on
serial number and IP address matching.
Discovery and manual ServiceNow
imports created overlapping records.
Duplicates affect servers in the Chicago
DC: chi-web-01 through chi-web-06 each
have 2 records.

18 cmdb_ci_server records with matching
serial_number AND ip_address across different
sys_ids

Missing ClI classes for cloud
resources

89 AWS and Azure cloud Cls are stored in
the generic cmdb_ci class instead of
cmdb_ci_cloud_service_account and
cmdb_ci_vm_instance. The plugin
com.snc.cloud.mgmt is installed but
CMDB class mapping rules for AWS us-
east-1 and Azure westus?2 are not
configured.

89 cmdb_ci records with name STARTSWITH
aws- or azure-, sys_class_name = cmdb_ci

Data Quallty (5 findings)

Severity

Finding

68% of servers missing OS version

1,557 of 2,289 cmdb_ci_server records
are missing the os_version field. 45% are
also missing cpu_count and ram. The
property
sn_cmdb.health.completeness_threshold
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Impact

Change impact analysis for

CHGO0040023 incorrectly listed 12

downstream services;

PRB0000112 opened

Recommendation

Run CMDB Health Audit job from
com.snc.cmdb cleanup module.
Schedule weekly automated
cleanup via sysauto_script.

Impact

23% of server inventory may no
longer exist; change impact analysis
using stale data

Incident routing ambiguous; ITAM
asset counts inflated by 18 items

Cloud Cls not visible in CMDB
dashboards; missing from cloud cost
management reports

Impact

Vulnerability scanning cannot match
CVEs to OS versions; capacity
planning data incomplete

acmecorp

Recommendation

Restore mid.server.dc01 connectivity.
Fix Linux credentials on
mid.server.dc02. Set
sn_cmdb.health.stale_threshold_days
to 60. Run full discovery scan.

Merge duplicates using CMDB
Identification Engine. Update
cmdb_identifier rules to include
serial_number as primary identifier.
Prevent future duplicates by enabling
com.snc.cmdb reconciliation rules.

Configure CMDB class mapping rules
for AWS and Azure integrations.
Reclassify 89 existing Cls using
transform map.

Recommendation

Run targeted discovery with
credential-based probing. Update
discovery patterns to collect OS and
hardware details.
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Severity

Finding

is set to 80%, so these Cls fail the
completeness check.

1,557 cmdb_ci_server records with os_version
IS EMPTY; 1,030 missing cpu_count

189 unclassified Cls in base
cmdb_ci

189 Cls remain in the base cmdb_ci
class without proper classification.
These include 67 manually created
records, 89 cloud resources (noted
above), and 33 imported from CSV.

189 cmdb_ci records where sys_class_name =
cmdb_ci (should be a subclass)

45 relationships using deprecated
types

Found 45 cmdb_rel_ci records using
deprecated relationship types. The type
"Hosted on" should be "Hosted
on::Hosts" for bidirectional mapping per
ServiceNow CMDB best practices.

45 cmdb_rel_ci records with type.name =
'Hosted on' (unidirectional)

12 business services with no
downstream Cls

12 business services in cmdb_ci_service
have no downstream Cl relationships.
These services appear in change impact
analysis but show zero affected Cls,
giving false confidence that changes
have no impact.

12 cmdb_ci_service records with zero child
relationships in cmdb_rel_ci

35% of Cls missing assignment
group

997 of 2,847 Cls have no
assignment_group set. CMDB health
notifications and incident auto-routing
cannot function for these Cls.

997 cmdb_ci records with assignment_group IS
EMPTY

Asset Correlation (findings)

Severity

LOW

LOW

LOW

Finding

67 servers not linked to hardware
assets

67 cmdb_ci_server records are not
linked to asset records in
alm_hardware. This prevents accurate
license compliance tracking and
lifecycle management.

67 cmdb_ci_server records with asset IS
EMPTY

Cl attestation not enabled

The plugin com.snc.cmdb.attestation
is installed but not active. Cl owners
are not periodically validating their
data. Last attestation campaign:
never.

com.snc.cmdb.attestation plugin status =
inactive

Discovery log retention at 365
days
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Impact

Impact

Cls invisible to class-specific
reports, not included in CMDB health
metrics

Service maps show incomplete
dependency chains; reverse
relationship lookups fail

Change impact analysis reports
zero impact for changes affecting
these services

Incidents against these Cls require
manual group assignment; avg
resolution time 40% longer

Recommendation

Use CMDB Identification and
Reconciliation engine to classify.
Review and assign to
cmdb_ci_server,
cmdb_ci_app_server, or
cmdb_ci_cloud_service_account.

Update relationship types to
bidirectional taxonomy. Run
relationship cleanup job.

Use Service Mapping
(com.snc.service_mapping) to auto-
discover application dependencies.
Services: svc_vpn, svc_dns,
svc_backup, svc_monitoring, and 8
others.

Create data quality rule in
cmdb_data_management requiring
assignment_group for all production
Cls. Bulk-update using department-
to-group mapping.

Recommendation

Run asset-Cl reconciliation job.
Link servers to existing
alm_hardware records by serial
number.

Activate attestation plugin.
Schedule quarterly attestation
campaigns for all production Cls.

Set discovery log retention to 90
days via sys_auto_flush

acmecorp
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Severity

Finding Impact

Discovery logs in discovery_log are
retained for 365 days, consuming 2.1
GB of storage. Default retention
should be 90 days.

discovery_log table size = 2.1 GB; oldest
record = 364 days ago

Recommendations Priority

Priority
1

a A W N
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Action

Clean 234 orphaned
relationships

Restore mid.server.dc01
Merge 18 duplicate Cls
Configure cloud Cl classes

Run attribute completeness
scan

Map business service
dependencies

Impact

Data integrity

Discovery coverage
Data accuracy
Completeness

Data quality

Impact analysis

acmecorp

Recommendation

configuration.

Effort

2 hours

4 hours
4 hours
8 hours

4 hours

16 hours
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