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Executive Summary
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CRITICAL HIGH MEDIUM LOW INFO

Total Findings: 18

This code review analysed 47 script artifacts across 4 categories: business rules (18), script includes
(12), client scripts (11), and scheduled jobs (6). The review evaluated code quality, performance, security,
and ServiceNow best practices compliance. 18 findings were identified. The ACME Corp instance has
significant code quality debt, including one SQL injection vulnerability and multiple deprecated APl usages
that will break in future upgrades.
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Findings Distribution

By Severity By Category

Code Quality
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Security

Business Rules
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Severity Distribution

Severity Count
Critical 2
High 5
Medium 6
Low 5

Scripts Analysed

Category Count With Issues
Business Rules 18 12

Script Includes 12 8

Client Scripts 11 9
Scheduled Jobs 6 4

**Tota|** *k ) ]** *x3 %%

Security (2 findings)

Severity Finding Impact
CRITICAL SQL injection in CustomTableUtils  Arbitrary data extraction via
script include crafted REST API calls; potential

The script include CustomTableUtilsin ~ data breach
sys_script_include uses string
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Clean

**1 4**

Recommendation

Replace
gr.addEncodedQuery('name="+
userlnput) with
gr.addQuery('name’, userlnput).
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Severity

CRITICAL

Finding

concatenation to build GlideRecord
queries: gr.addEncodedQuery('name='
+ userlnput). This allows query
injection through the REST API. An
attacker can pass
name=admin*ORrole=admin to extract
privileged user data.
sys_script_include.name = CustomTableUtils;
line 47: gr.addEncodedQuery('name="+
userlnput)

Synchronous GlideHTTP in before
business rule

The business rule SyncExternalData
on incident uses GlideHTTPRequest in
a synchronous (before) business rule.
External API calls to https://api.acme-
erp.com/sync in synchronous context
block the Ul thread. Users report form
save timeouts averaging 8 seconds,
with complete failures when the ERP
APl is slow.

sys_script.name = SyncExternalData; when =
before; contains GlideHTTPRequest

Performance  findings)

Severity

HIGH

HIGH

HIGH

Finding

GlideRecord in 3 client scripts

Client scripts SetAssignmentGroup,
ValidateClLookup, and AutoPopulateFields
use direct GlideRecord calls. Client-side
GlideRecord is deprecated and generates
synchronous AJAX calls that freeze the
browser.

3 sys_script_client records with script containing ‘new
GlideRecord'

Unbounded GlideRecord query in
NightlyDataSync

The scheduled job NightlyDataSync in
sysauto_script queries the task table with no
setLimit() and no encoded query filter. This
returns all 523,847 task records, consuming
2.4 GB of memory and running for 45
minutes.

sysauto_script.name = NightlyDataSync; query on
task with no filter; execution time = 45 min

15 GlideRecord queries with 3+ levels of
dot-walking

Found 15 queries using deep dot-walking
(e.g.,
current.caller_id.department.company.name).
Each dot-walk level generates a SQL JOIN,
with 4 levels creating queries that take
800ms+ on the incident table.

15 sys_script records with 3+ levels of dot-walking in
script body

Business Rules (2 findings)

Severity

HIGH

Finding

3 business rules with identical execution
order on change_request
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Impact

Incident form save takes 8s avg;
complete timeout when ERP API
latency > 10s

Recommendation

Review all 12 script includes for
similar concatenation patterns.
See INC0010312.

Move to async business rule or
Flow Designer subflow. Use
sn_ws.RESTMessageV2 with

executeAsync(). Related:
PRB0000134.

Impact

Browser freezes for 2-4 seconds per
client script execution; form load time =
6.1s total

Memory exhaustion risk during nightly
window; blocks other scheduled jobs

Individual query time = 800ms avg with
4 levels; multiplied by volume in list
views

Impact

Intermittent CHG save failures; 23 incidents
logged in past 30 days (INC0010267

acmecorp

Recommendation

Replace with GlideAjax calls to se
side script includes. Pre-load stat
via g_scratchpad in display busin
rules.

Add gr.setLimit() and appropriate
filters. Use GlideAggregate for co
operations. Process in batches of

Limit dot-walking to 2 levels. Cac
intermediate values in script varic

Recommendation

Assign distinct order valu
100, SetRiskScore = 200,
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Severity

HIGH

Finding Impact
Business rules UpdateCAB (order 100),
NotifyApprovers (order 100), and SetRiskScore
(order 100) on change_request share the same
execution order. Execution sequence is
unpredictable, causing intermittent failures when
SetRiskScore depends on data set by UpdateCAB.
3 sys_script records on change_request with order = 100

through INC0010290)

5 business rules with missing null checks

5 business rules access
current.assignment_group.name without
checking if assignment_group is populated. This
causes "Cannot read property of null" errors
logged in sys_log when incidents are created
without an assignment group.

5 sys_script records with ‘assignment_group.name’
without preceding nil() check; 847 sys_log errors in past 30
days

Code Quallty (6 findings)

Severity
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Finding Impact
12 hardcoded sys_ids across
scripts

Found 12 instances of hardcoded 32-
character sys_ids in sys_script and
sys_script_include records. These
include group sys_ids, user sys_ids,
and Cl sys_ids that differ between
prod and sub-prod instances.

12 scripts with pattern matching /[a-f0-9]
{32}/ in script body

Scripts break after instance clone;
4 incidents opened after last
clone (INC0O010198-INC0010201)

8 uses of deprecated
Packages.java.util API

Found 8 scripts using
Packages.java.util.ArrayList and
Packages.java.uti.HashMap. These
Java package references are removed
in the Washington release and will
cause script failures after upgrade.

8 sys_script_include records with
'Packages.java.util' in script body

All 8 scripts will break on upgrade
to Washington or later

Unhandled REST failures cascade
to form save errors; users see
"Record not saved" messages

4 integration scripts without error
handling

4 script includes handling REST
integrations (LDAPSync,
SAPConnector, JiraWebhook,
SlackNotifier) have no try-catch
blocks. Failed API calls throw
unhandled exceptions that crash the
calling business rule.

4 sys_script_include records with
sn_ws.RESTMessageV2 and no try/catch

6 client scripts without condition

6 client scripts on incident have no
Condition field set and no Ul Type
filter — they run on every form load
regardless of view, state, or user role.

6 sys_script_client records on incident with
condition IS EMPTY, ui_type IS EMPTY

Unnecessary script execution
adds ~200ms per unconditional
script on every form load

Duplicate business rule logic

Business rules SetPriorityFromIimpact
(order 50) and CalculatePriority (order
150) on incident both calculate priority
from impact and urgency. They use
nearly identical logic but produce

Priority set by first rule
overwritten by second; user
confusion; 12 complaints logged

acmecorp

847 error log entries per month; business
rule failures on unassigned records

Recommendation

300.

Add null checks: if (!
current.assignment_grou
accessing .name. Use
current.assignment_grou
for safe access.

Recommendation

Replace hardcoded sys_ids with
gs.getProperty() lookups or
GlideRecord queries by name.

Replace
Packages.java.util.ArrayList with
GlideArrayList. Replace HashMap
with standard JavaScript objects.

Wrap REST calls in try-catch. Log
errors with gs.error(). Return
meaningful error objects.

Add Condition and Ul Type fields.
Use g_form.isNewRecord() and
g_user.hasRole() checks.

Remove CalculatePriority. Keep
SetPriorityFromImpact as the
single source of truth.
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Severity

Finding

different results in edge cases,
causing priority flip-flopping.

2 sys_script records on incident with 85%
code similarity (diff analysis)

18 of 23 script includes missing
JSDoc

78% of script includes have no JSDoc
documentation. Function parameters,
return types, and usage examples are
missing, making maintenance
difficult.

18 sys_script_include records with no
comment block in first 10 lines

Minor Issues (s findings)

Severity

LOW

LOW

LOW

LOW

LOW

Recommendations Priority

Priority
1

Finding

4 client scripts with console.log
in production

Debug console.log statements left in
production client scripts:
LoglIncidentUpdates,
DebugCatalogForm, TraceWorkflow,
TestAssignment.

8 scripts with large commented-
out code blocks (10+ lines)
Dead code should be removed and

tracked in update sets or source
control.

6 business rules using magic
numbers

Using if (current.priority == 1) instead
of named constants or property
lookups for priority values.

Inconsistent naming: 12
PascalCase, 8 camelCase, 3
snake_case script include names
ServiceNow best practice is
PascalCase.

5 script includes with
accessible_from set to "All
application scopes"

Should be restricted to owning
application scope to prevent
unintended cross-scope access.

Action

Fix SQL injection in
CustomTableUtils

Move SyncExternalData to

async

Replace client-side

Impact

Developer onboarding time
increased; incorrect usage leads
to bugs

Impact

Impact

Security

Performance

Performance

GlideRecord (3 scripts)

Add null checks (5 business
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Stability

acmecorp

Recommendation

Add JSDoc to all public script
includes. Include @param,
@returns, and @example tags.

Recommendation

Effort

1 hour

4 hours

8 hours

2 hours
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Priority
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Action
rules)

Replace deprecated
Packages.java (8 scripts)

Fix business rule ordering on
change_request

Remove hardcoded sys_ids
(12 instances)

Add error handling to
integrations (4 scripts)

Impact

Upgrade readiness

Reliability

Maintainability

Resilience

acmecorp

Effort

8 hours

1 hour

4 hours

4 hours
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