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Executive Summary

2 4 4 0

CRITICAL HIGH MEDIUM LOW INFO

Total Findings: 15

This ACL audit reviewed 312 active access control rules across the ACME Corp production instance. The
review evaluated rule effectiveness, performance impact, security coverage, and compliance with
ServiceNow ACL best practices. 15 findings were identified, including 2 critical security gaps that expose
sensitive data and allow REST API enumeration attacks.
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Findings Distribution

By Severity

@ critical 2) @ High (4)
B Low (4)

Severity Distribution

Severity
Critical
High
Medium

Low

ACL Statistics

Metric

Total Active ACLs
OOB ACLs
Custom ACLs
Script-Based ACLs
Tables Covered

Tables Without ACLs

Access Control Gaps (2 findings)

Severity Finding

CRITICAL Wildcard ACL on sys_user
exposes PII for 12,400 users
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By Category

Coverage Gaps
Maintenance
Overly Permissiv...
Access Control G...

Performance Impact

Value
312
198
114
23

86

Impact

Pl exposure for 12,400 users;
violates GDPR Art. 5 data

acmecorp

1

Recommendation

Create tiered ACLs: itil role [f
name, email only; user_admin role
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Severity Finding Impact
A catch-all ACL on sys_user grants
record-level read access to all
authenticated users with no role
requirement and no script condition.
This exposes: name, email, phone,
mobile_phone, manager, department,
location, employee_number, and
cost_center for all 12,400 active user
records. Any authenticated user can
export the full user list via /api/now/
table/sys_user.

sys_security_acl: table=sys_user,
operation=read, role=EMPTY,
condition=EMPTY, script=EMPTY

CRITICAL REST API ACL bypass via

sys_user_has_role

The property
glide.security.strict_rest_api_acl is
false. Non-admin users can call /api/
now/table/sys_user_has_role to
enumerate all role assignments
including admin, security_admin, and
password_reset roles. 47 such API
calls were detected from 3 non-admin
users in the past 30 days.
glide.security.strict_rest_api_acl = false; 47

REST API calls to sys_user_has_role from
non-admin sessions

Overly Permissive Rules ( findings)

minimisation; ACME privacy
policy breach; security incident
INC0010201 filed

Attackers can identify admin
accounts for targeted phishing;
privilege escalation planning

Recommendation

¥ all fields. Add field-level ACLs
for phone, mobile_phone,
employee_number, cost_center.
Remove wildcard ACL.

Enable
glide.security.strict_rest_api_acl.
Create ACL on sys_user_has_role
requiring security_admin role.
Investigate the 3 users who made
enumeration calls.

Severity Finding Impact Recomr
HIGH 15 ITSM write ACLs without assignment group SOX compliance risk — no segregation of duties; Add cor
conditions users editing records outside their responsibility gs.getU
15 ACLs on incident (5), change_request (6), and problem for write
(4) grant write access to the itil role with no condition manage
checking assignment_group membership. Any of the 2,340
ITIL users can edit any record in these tables.
15 sys_security_acl records: operation=write, role=itil,
condition=EMPTY; 2,340 users with itil role
HIGH 8 custom tables (x_acme_*) with zero ACLs All authenticated users (12,400) have full read/write/  Creater
8 custom tables created by ACME development team have ~ delete access to all custom ACME data appropr
no ACL definitions: x_acme_customer_data, glide.se
x_acme_contracts, x_acme_api_logs, x_acme_config,
x_acme_integrations, x_acme_reports, x_acme_audit_trail,
x_acme_credentials. The property
glide.security.default_deny is false.
8 sys_db_object records with name STARTSWITH x_acme_, zero
matching sys_security_acl records
HIGH 4 conflicting ACLs on cmdb_ci ITIL users can modify CMDB records that should Reorder
4 overlapping ACLs on cmdb_ci with conflicting conditions. require cmdb_admin role (lower c
Due to evaluation order, the most permissive rule wins: an ACL.

ACL granting write to itil role is evaluated before a more

restrictive ACL requiring cdb_admin for certain Cl classes.

4 sys_security_acl records on cmdb_ci with overlapping conditions; itil
write ACL at order 100, cmdb_admin restrict at order 200

Performance Impact ¢ findings)

Severity Finding Impact Recommendation

Convert to condition-based ACLs
where possible. For sc_req_item,

HIGH 23 script-based ACLs with

GlideRecord queries

Service Portal catalogue page
load = 3.1s for itil users (target <
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Severity Finding

23 ACLs use GlideRecord queries in
script conditions. The worst offender
is the sc_req_item read ACL, which
queries sc_cat_item for category
permissions on every list view load,
adding 200ms per evaluation.

23 sys_security_acl records with script
containing 'GlideRecord’; sc_req_item ACL
avg evaluation time = 200ms

Coverage Gaps (s findings)

Severity Finding

9 client-callable script includes
without ACLs

9 script includes marked
client_callable=true have no

sys_security_acl record. These can be

invoked via GlideAjax by any
authenticated user: AJAXUtils,
UserLookup, CatalogHelper,
CMDBSearch, ReportGenerator,
NotificationSender, IntegrationStatus,
ConfigReader, DataExporter.

9 sys_script_include records with
client_callable=true, zero matching ACLs

Field-level ACL gaps on
sn_hr_core_profile
The HR profile table has table-level

ACLs but no field-level ACLs. Sensitive

fields (salary_band,
performance_rating,
disciplinary_status,
medical_leave_balance) are readable
by anyone with the sn_hr_core.basic
role (890 users).

0 field-level sys_security_acl records for

sn_hr_core_profile; 4 sensitive fields exposed

6 stale ACLs referencing deleted
roles

Found 6 ACLs requiring roles that no
longer exist in sys_user_role:
x_acme_legacy_admin (deleted),
x_acme_power_user (deleted),
x_acme_readonly (deleted). These
ACLs effectively deny all access,
potentially blocking legitimate
operations.

6 sys_security_acl records with role

references to non-existent sys_user_role
records

Elevated privilege ACLs without
audit logging

12 ACLs for admin-only operations
(delete on sys_properties, write on
sys_security_acl, delete on

sys_script_include) are not tracked by
sys_audit. Modifications to security-

critical configuration are invisible.

12 security-critical tables excluded from
sys_audit configuration

Domain-separated ACL
inconsistencies

In the multi-domain configuration
(ACME_US, ACME_EU, ACME_APAC),
4 ACLs are not domain-aware,
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Impact

1.5s); PRB0000089 opened

Impact

Any authenticated user can call
these server-side functions;
DataExporter could be used for
data exfiltration

HR data accessible to 890 users
with basic HR role; employee
privacy violation

2 tables completely inaccessible
due to stale ACL role
requirements

Cannot track who modified
security configurations; SOC 2
audit finding

Cross-domain data access
violates ACME EU data residency
policy

acmecorp

Recommendation

cache category permissions in
user session via
gs.getSession().putClientData().

Recommendation

Create ACLs for each client-
callable script include with
appropriate role requirements.

Create field-level ACLs restricting
salary_band, performance_rating,
disciplinary_status to
sn_hr_core.manager and
sn_hr_core.admin roles.

Update ACLs to reference current
roles. Remove ACLs for
deprecated functionality.

Enable sys_audit for all tables
protected by admin-only ACLs.

Enable domain support on
affected ACLs. Test with domain
debugging via
glide.security.domain.

Page 50of 6


https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsc_req_item
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsc_cat_item
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsc_req_item
https://acmecorp.service-now.com/nav_to.do?uri=problem.do%3Fsysparm_query%3Dnumber%3DPRB0000089
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_script_include
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsn_hr_core_profile
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dsn_hr_core.basic
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsn_hr_core_profile
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dsn_hr_core.manager
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dsn_hr_core.admin
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user_role
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_user_role
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_properties
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_security_acl
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_script_include
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_audit
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_audit
https://acmecorp.service-now.com/nav_to.do?uri=sys_db_object.do%3Fsysparm_query%3Dname%3Dsys_audit
https://acmecorp.service-now.com/nav_to.do?uri=sys_properties.do%3Fsysparm_query%3Dname%3Dglide.security.domain

Severity

Finding

allowing users in ACME_EU domain to
access ACME_US records via REST
API.

4 sys_security_acl records with sys_domain
= global on domain-separated tables

Maintenance ( findings)

Severity

LOW

LOW

LOW

LOW

Recommendations Priority

Priority
1
2
3

Finding

78% of custom ACLs have no
description

89 of 114 custom ACLs have an
empty description field. The business
justification and intended access
pattern are not documented.

8 ACLs with zero evaluation count
8 ACLs have never been evaluated
(hit_count = 0 in sys_security_acl).
These rules add to evaluation
overhead without providing access
control.

3 ACLs with "test" or "temp" in the
name

Appear to be development artifacts
left in production:
test_acl_incident_read,
temp_sc_cat_item_write,
test_cmdb_delete.

ACL naming convention
inconsistencies

Mix of naming patterns across 114
custom ACLs makes management
and auditing difficult.

Action

Fix sys_user wildcard ACL
Enable strict REST API ACL

Add assignment group

conditions

Create ACLs for 8 custom

tables

Optimise 23 script-based

ACLs

Secure client-callable script

includes

Add HR profile field-level

ACLs

Impact

Impact

Risk Reduction
Pll protection
API security

Access control

Data protection

Performance

Attack surface

Employee privacy

Fix conflicting cmdb_ci ACLs  CMDB security
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Recommendation

Recommendation

Effort
4 hours
2 hours

8 hours

8 hours

16 hours

4 hours

4 hours

2 hours
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